In this article, an Attendance Monitoring System (AMS) is proposed for educational institutions. The novel aspect of this work is to integrate a password-protected attendance counting module with the system. The module can effectively limit the fraudulent activities in attendance monitoring process. Besides that, some constraints are proposed to increase the security of the AMS. Based on the constraints a new system is designed to maintain the attendance data and the user information. The aim of this research is to design an effective AMS using the Radio Frequency Identification (RFID) technology to prevent fraudulence. Besides, the attention is given to the usability and the efficiency of the system. For this purpose, a usability testing named System Usability Scale (SUS) is used after implementing the system in the real world. The usability test result shows that the proposed system has an average SUS score of 71.92 out of 100. The score indicates that the proposed system has the adjective rating,"good" (range 71.4 -85.5). A performance testing is conducted by calculating the average response time for the system. The response time is collected by varying the number of RFID tags and the lengths of the serial cable. The average response time of the proposed system is found 1.11 second which is better than the traditional paper-based system.
Introduction
Attendance Monitoring System (AMS) is widely used in most of the educational institutions of developed countries. It is a system that can identify the students and keep the track of their attendance automatically. This system can replace the paper-based attendance monitoring system which lacks reliability, accuracy, consistency, and efficiency [1] . In most of the AMSs, the front end consists of an identification unit. Generally, identifications are done based on various modern technologies such as RFID, biometrics, Bluetooth, face recognition, voice recognition etc. Among these, RFID is one of the most popular technology because of its cost efficiency, flexibility and sustainability [2] . As most of the educational institutions require student ID cards, it is beneficial to use the same ID card for counting the attendance. These type of ID cards are known as smart card tags. An RFID module consists of a tag and a reader. The RFID tag stores and transmits data to the RFID reader. There are two types of RFID tag, the active tag, and the passive tag. The active tag contains an onboard battery. It does not depend on the reader for power supply and it can be used from a long distance. On the other hand, the passive tag does not carry any battery. It is lighter and smaller than the active tag. There are a microchip and a coil inside it. The chip has an internal EEPROM where a unique ID is stored. The coil works as an antenna. An RFID reader acts as a transceiver. It sends an encoded radio signal to the tag. The coil inside the tag receives this signal. The signal carries both power and information which is extracted by the chip inside the tag. The tag answers to the signal by sending the tag ID to the reader via radio signal. The reader receives this signal and sends it to the processing unit. In this paper, we proposed an AMS that uses RFID technology which is easier to interface with the processing unit, yet, effective. The proposed AMS can count attendance of the students. It can generate reports with detailed information. We also designed an application to manage the attendance data, student information, and the teacher information. But the most important part of our proposed system is to make it safe from the fraudulence. For this purpose, we defined some constraints by keeping the security concerns in mind. Our system is bound to follow these constraints to secure the monitoring process. Besides, we added a password protected attendance counting module with our system. The module should be activated and deactivated by using a secret password provided by a course teacher. All the students have to give their attendance within the activation and deactivation timespan of the module. Hence, it reduces the malpractices in attendance counting and also keeps the system easier to use. The remainder of this paper is organized as follows. Section 2 demonstrates some recent related works on attendance monitoring system. The methodology of our system is presented in Section 3. The constraints and the solutions for our proposed system are discussed in Section 4. Section 5 presents the experimental setup of our system. The experimental results are discussed in Section 6. Finally, Section 7 concludes our work with some important remarks.
Related Works
In the recent years, AMS has become one of the extensively studied research with the growth of the educational institutions. In these institutions, RFID-based AMSs are becoming popular day by day. The basic structure of some RFID-based AMSs is described in [3, 4, 5] . Among these, in [3] an AMS is proposed that can track a student using pre-installed RFID readers on the different locations of the campus. In [4] a detailed synopsis of an investigation is done to check the practicality as well as the feasibility of RFID. In [5] an AMS is proposed to increase the efficiency of reporting, discipline and performance evaluation of the employees. In the recent years, RFID based AMSs are being blended with the Internet of Things (IoT) technology. Some of the IOT based AMSs are proposed in [6, 7, 8, 9] . Among these, in [7] an RFID based AMS is proposed with wireless mesh network platform that can take attendance and track students. In [8] a comparison is shown among the current generation of automated attendance system and previously studied RFID based AMSs. Besides RFID, many researchers put attention on biometrics and face recognition techniques for designing AMSs such as in [10, 11, 12] . However, there is a lack of studies in the fraudulence management of RFID-based AMSs. Use of the Bluetooth, NFC, barcode, or GSM/GPRS technologies still lack security. Though some cuttingedge technologies such as biometric authentication, face detection, etc. can improve the authentication process, increases cost. Thus researchers are still trying to implement such system that uses costefficient technology with easier maintenance. Most importantly, the system must have the fraudulence detection mechanism.
Methodology
Our proposed AMS is divided into two distinct parts. One is the client module and another one is the server module. The system architecture of our system is shown in Fig. 1. 
The Client Module
The client module is used by both the students and the teachers. There is a keypad integrated with it. When a lecture class is started, the teacher provides a secret password to the module using the keypad. Only after the password activation, the students can give attendance using their ID cards. The teacher can stop attendance counting whenever s/he wants by providing the password again. Therefore, students are restricted to give attendance only on the lecture time in front of the teacher. The password is set or updated by the course teacher only. An admin panel is provided on the server pc for this purpose. The ID card issued for each student works as an RFID tag. Whenever the ID card is brought to the RFID reader's range, the reader reads the unique tag id of the ID card. Then the tag id is sent to the Arduino, which is the micro-controller unit of our system. The Arduino further sends the tag id to the server pc.
The server pc has an application that reads the tag id using the serial communication port. The application counts attendance and sends a notification back to the Arduino. The Arduino displays the response on the LCD. In case of successful response, the green LED is blinked as well as the buzzer is beeped. The whole client module of the proposed system is independently operated by the Arduino board. It is programmed by following the Algorithm 1. Firstly, the Arduino, RFID and the LCD modules are initialized. Then a loop continuously looks for a key-press or the detection of an ID card. Whenever a key-press is detected it means that a user is trying to input a password. The program then reads the whole password and sends it to the server. Then it waits to get a feedback response from the server module. When the server sends a response, the client program shows the feedback in the LCD. On the other hand, if an RFID card is detected the program reads the tag ID from the ID card. The tag ID is a 5-byte number which is sent to the server module. Then the program waits for the response from the server. Finally, the response is displayed in the LCD.
The Server Module
The server module of our proposed system consists of an application and a database. The application is designed by following the NTier Architecture. The tiers are the data access tier, presentation tier, and the business logic tier. The data access tier contains the database initialization functions. The presentation tier contains the Graphical User Interface (GUI) which is accessed by the teachers only. The business logic tier contains the logical functions and the database queries. It also controls the data flow of the program. In our system, the presentation tier cannot access the data access tier directly. Only the business logic tier has the permission to access both the presentation tier and the data access tier and vice-versa. The directions of the data flow among the presentation tier, business logic tier and the data access tier are shown in Fig. 1 . LCDWrite ('Welcome')
We have shown how client module sends password and tag ID to the server module using Algorithm 1 in section 3.1. To receive these passwords and tag IDs properly, the server runs a synchronous program. The program is written by following the Algorithm 2. The program always listens the serial port of the server pc and whenever any data is available in the port it receives the data using a DataReceivedHandler function. Now, this data can be a password or a tag ID. If the data is a password it goes through a validation process. If the password is valid it is used as a search key to find the corresponding course in the database. It is better to mention that every course has a specific password, set by the course teachers at the beginning of the semester. However, if there is no lecture class being conducted at that point in time, a new attendance counting session is started for the corresponding course. Otherwise, if the corresponding course is already running, the system stops counting the attendance for it. On the other hand, if the data is a tag ID the system takes attendance for the corresponding student between the As the client module and the server module runs simultaneously, we can represent the whole working procedure in a flowchart shown in Figure 2 .
The Proposed Constraints for AMS
In most of the cases, students find out the flaws of an AMS and bunk the lecture classes using it. As a result, one of the most challenging aspects of an AMS is the fraudulence detection and prevention technique. For this purpose, we proposed some constraints those should be followed by an AMS. If a constraint is denoted by c and the number of constraints is denoted by n, then set of constraints can be defined by C = {c1, c2,....., cn}. the proposed constraints for our system are as follows:
• c1 = Attendance of a course must not be taken by any person except the assigned course teacher • c2 = Attendance of a course must not be taken when the lecture class of another course runs • c3 = A student must not be able to give attendance out of the lecture time of a course • c4 = A student must not be able to give attendance of other days • c5 = A student must not be able to give attendance of other students • c6 = A student must not be able to give attendance for a course in which s/he is not enrolled • c7 = A student must not be able to give duplicate attendance for a course
Our proposed system follows each of the constraints of C. In Table 1 we explained the solutions for each of the constraints. 
Const. Solution c1
In our system, every teacher can set a secret password on the server using an admin panel for their courses. Without this password, no attendance counting is started. So, except the course teacher, no one can count the attendance.
c2
In our system, a teacher comes in the classroom and enters the secret password of that course in the client module. The first entry of the password starts counting the attendance. Whenever the teacher ends the class, s/he provides the same password in the module again. The second entry of the password ends attendance counting. If any other password is given in between, the system will not allow it to access or interrupt the attendance of the running course. So, attendance of a course can not be taken when another class runs in the same classroom.
c3
In our system, attendance is allowed in the timespan of the first and the second entry of the password. As passwords are entered at the starting and the ending of a lecture class, no one can give attendance out of the lecture time.
c4
According to the solution of constraint c3, students must have to give attendance at lecture time. So there is no option to give attendance of other days. The admin panel of the server is also password protected. So students can not modify the attendance.
c5
We mounted the RFID reader module beside the teacher's desk. As the attendance is given in front of the teacher, no student can use more than one ID cards at the same time. Hence a student can not give attendance of other students.
c6
Each time a student attempts to give attendance of a course, the system checks whether s/he is enrolled in that course by a database query. The students who are not enrolled in the course are not allowed to give the attendance.
c7
Our system can detect duplicate entries. If any student attempts to give attendance more than one time for the same course, the system can detect it using a database query. The module denies to take attendance and gives an error notification.
Experimental Setup
The components used for the construction of the client module and the server module of our system is shown in Fig. 1 . The client module includes RFID reader, RFID tag, Arduino board, keypad, LCD display, LED and buzzer. The RFID reader is based on MFRC-522 [13] . The RFID tag used for this work can be exerted to 13.56 MHz reader. For signal processing Arduino Uno [14] board is chosen which is programmed by Arduino software 1.8.5 (IDE) [15] . The keypad used in the client module is a 3 x 4 matrix keypad. A 16 x 2 LCD display is also connected to the Arduino board. We preferred RGB LED as an indicator and a digital buzzer module for generating audio alert. The server module is implemented in a desktop pc. The pc has Intel(R) Core(TM) i5-2430M 2.40 GHz processor and 8.00 GB RAM. The operating system of the server pc is Windows 10 (64 bit). The pc always runs an application and a database server. The GUI of the application is developed by .NET framework. For logical development, C# programming language is used. We followed N-Tier Architecture for adding robustness and security to the application. Microsoft Visual Studio 2015 [16] is used for the total development of the application. The database is designed in Microsoft SQL Server Man- agement Studio 2014 [17] . The experimental setup of our proposed system is shown in Fig. 3 .
Results and Discussion
We implemented our proposed system in a classroom and took attendance entry from a different number of students. The response time of each entry was recorded for performance testing. To understand the usability of our system we also performed a usability testing.
Implementation
The system was successfully implemented in a real-world environment. The teachers could give the password to the client module and start or stop the attendance counting. The students could give their attendance using RFID tag and the attendances were counted in the server module, shown in Fig. 4(a) . The features of the server application were accessed by the teachers only. They could use their username and password to log in the application. shown in Fig. 4(b) . Fig. 4(c) shows the features of the application. The feature description of the application is given below:
Add Student
The admin can add information about new students using this option. The information can be updated from this option. It also prohibits any duplicate entry of student information.
Assign Course
Using this option an admin can assign different courses to a specific student. The admin can see all enrolled courses of a given student ID as well as delete the courses.
Show Students
It is a very useful option to see the information of all students existing in the system database. The student information can be filtered using student ID and the information can be printed from here.
Admin Profile
Using this option, the information of an admin's profile can be seen and updated. Also, new admin can be added using this window. Figure 4 : The forms of the server application. The main form of the application is shown in (a) where the attendance of a day is counted and displayed. The form is also used to start and stop the server application. An admin can access the applications by using a login form, shown in (b). After login s/he can use all of the features of the applications shown in (c).
(a) (b) (c)

Attendance
The attendance record can be seen from this option for a specific course. From this record, an attendance report can be generated and printed for hardcopy documentation.
Add Course
As courses are variable for a given department, this option is used to add course names and course IDs to the system database. Most importantly, it is used to set or edit course password which is vital for attendance counting. Courses can be dropped from this window too.
Usability Testing Result
To test the usability of our system we circulated questionnaire among 30 random students. The questionnaire was based on SUS usability testing [18] . Each of the students was asked 10 questions and their responses were recorded on a scale ranging from 1 to 5. The questions and the Score Contributions (S.C) by the students are shown in Fig. 5 . Finally, the SUS score is calculated for each response. According to [18] , all of the questions of the questionnaire are denoted as item 1 , item 2 , ......., item n , where n = 10. For the odd and the even items, the S.C.s' were summed up using the Equation 1 and Equation 2 respectively. Then the SUS score is calculated using the Equation 3.
S.C. f or odd items =∑ 9 n=1, n odd S.C. o f item n − 1 (1) 
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USABILITY TESTING RESPONSE
Strongly agree Agree Neither agree nor disagree Disagree Strongly disagree Figure 5 : Usability testing response of our proposed system. For each of the questions, students could give a score 1 for strongly agree, 2 for agree, 3 for neither agree nor disagree, 4 for disagree and 5 for strongly disagree.
The bars in the figure shows how many students gave what score for each question.
S.C. f or even items =∑ 10 n=2, n even 5 − S.C. o f item n (2)
SUS score =(S.C. f or odd items + S.C. f or even items) * 2.5 (3)
The SUS score has a range of 0 to 100. According to our test results, the best and worst SUS scores found for our system are 82.5 and 60 respectively. The average SUS score for all of the responses for our system is 71.92 and the standard deviation among the SUS scores is 6.21. A survey is performed in [19] , where an identical adjective rating scale is defined with respect to the SUS scores shown in Fig. 6 . According to [19] , any system having SUS score in between 71.4 and 85.5 and having standard deviation below 11.6 is considered as a "good" system. As the average SUS score of our system is 71.92 and the standard deviation among the SUS scores is 6.21, we can say that the adjective rating for our system is "good".
Performance Testing Result
We performed a system response testing for a different number of RFID tags. As the cable length has an impact on serial communication speed we also took the cable length in account for system response time analysis. The response time of our system for these cases are recorded. We used serial communication between the client Figure 6 : Mean SUS score ratings corresponding to the seven adjective ratings [19] . Fig. 7 . Finally, we calculated the average response time per tag for our system. The test result is shown in Table 2 . The test result shows that our system has average response time of 0.87, 1.02, 1.1, and 1.45 seconds per tag for 1.5, 3, 4.5, and 6 meters of cable length. Hence, the response time of the overall system is calculated 1.11 second by finding the mean of the average response times per tag. 
NUMBER OF TAGS VS SYSTEM RESPONSE TIME / TAG
Conclusions
In this paper, we explained the basic architecture of our proposed AMS. Generally, the traditional paper-based system takes lots of time for data entry. It is also vulnerable to the human error. But, the major disadvantages of the paper-based system could be solved by our system. The system can take attendance within a second (almost) and generate reports accurately. Moreover, the implementation of the proposed constraints in the system made it more secured. The usability test result of our system reveals that it has "good" adjective rating. It concludes that our system is user-friendly. On the other hand, the performance test result shows that the average response time of our system is 1.11 second which is also satisfactory. Though increasing the cable length increases the response time of the system, still, it is acceptable. However, there are some scopes of improvement for the proposed system in future. Such as, combining other low-cost but effective technologies with RFID may provide robustness to the system. We also noted that the system could take time to respond due to loose connections and server laggings. In future, we would like to solve these issues and search for alternative solutions.
